Amendments to the Claims 



Claims 1-18 (Canceled) 

Claim 19 (Currently Amended) A playback terminal for playing back content, the playback 
terminal comprising: 

a content read unit operable to read encrypted content from a portable medium, the 
e ncrypt e d cont e nt b e ing data g e n e rat e d by e ncrypting the cont e nt so that one of (a) m e dium 
information pre stored on th e portabl e m e dium and (b) rights information managed by an 
e xt e rnal lic e ns e serv e r is r e quir e d for d e crypting the e ncrypted content, the rights information 
including usag e rights for th e cont e nt; medium; 

a decryption method judgment unit operable to judge whether or not the rights 
information managed by an external license server is required for decrypting the encrypted 
content; 

a medium information read unit operable to read-the medium information-fre m- pre- 
recorded on the portable medium; 

a rights information acquisition unit op e rabl e to acquir e th e rights information from th e 

e xt e rnal lic e ns e serv e r; and 

a d e cryption unit op e rabl e to d e crypt th e encrypt e d content using the m e dium informat ion 

and without using th e rights information wh e n it is judg e d that the rights information is not 
r e quired, and decrypt the e ncrypt e d cont e nt using the rights information wh e n it is judged that 
th e rights information is r e quir e d 

a communication unit operable to acquire the information managed by the external 

license server when it is judged that the information is required; and 

a decryption unit operable to (a) decrypt the encrypted content using only the medium 

information and information pre-stored in the playback terminal itself without using the 
information managed by the external license server, when it is judged that the information is not 
required, and (b) decrypt the encrypted content using the information acquired from the external 
license server when it is judged that the information is required . 
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Claim 20 (Currently Amended) The playback terminal of claim-4938, wherein 
the medium information includes a media key, and 
the decryption unit includes: 

a content key obtaining sub-unit operable to, when it is judged that the rights information 
is not required, obtain the media key from the medium information and, using the obtained 
media key, obtain a first content key used in decrypting of the encrypted content; and 

a content decryption sub-unit operable to, when it is judged that the rights information is 
not required, decrypt the encrypted content using the first content key. 

Claim 21 (Previously Presented) The playback terminal of claim 20, wherein 

the content key obtaining sub-unit, when it is judged that the rights information is 

required, obtains a second content key used in decrypting of the encrypted content, using the 

rights information, and 

the content decryption sub-unit, when it is judged that the rights information is required, 

decrypts the encrypted content using the second content key. 

Claim 22 (Previously Presented) The playback terminal of claim 21, wherein 
the rights information includes a rights key, and 

the content key obtaining sub-unit, when it is judged that the rights information is 
required, obtains the second content key using the rights key. 

Claim 23 (Previously Presented) The playback terminal of claim 22, wherein 

the content key obtaining sub-unit, when it is judged that the rights information is 
required, obtains the second content key using both the rights key and the media key. 

Claim 24 (Previously Presented) The playback terminal of claim 21, wherein 

the portable medium further has stored thereon key obtaining information indicating 

whether or not the rights information is required for obtaining a key used for decrypting the 

encrypted content, and 

the playback terminal further comprises: 
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a key obtaining information read unit operable to read the key obtaining information from 
the portable medium, wherein 

the decryption method judgment unit performs the judgment of whether or not the rights 
information is required for decrypting the encrypted content, based on the key obtaining 
information. 

Claim 25 (Previously Presented) The playback terminal of claim 20, wherein 

the decryption unit, when it is judged that the rights information is necessary, performs 
decryption of the encrypted content only when the rights information acquisition unit has already 
acquired the rights information and the rights information indicates that usage of the content is 
permitted. 

Claim 26 (Previously Presented) The playback terminal of claim 20, further comprising: 

a holding unit operable to hold device unique information that is unique to the playback 
terminal, wherein 

the media key is in an encrypted state, having been encrypted using the device unique 
information, and 

the content obtaining unit, when it is judged that the rights information is not required, 
obtains the media key by decrypting the encrypted-state media key using the device unique 
information. 

Claim 27 (Previously Presented) The playback terminal of claim 20, wherein 

the portable medium further has stored thereon information indicating whether or not the 

rights information is required for decrypting of the encrypted content, and 
the playback terminal further comprises: 

an information read unit operable to read the information from the portable medium, 
wherein 

the decryption method judgment unit performs the judgment of whether or not the rights 
information is required for decrypting the encrypted content, based on the information. 
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Claim 28 (Currently Amended) A content playback method used in a playback terminal for 
playing back content, the content playback method comprising: 

reading encrypted content from a portable medium, th e encrypted cont e nt b e ing data 
g e n e rat e d by encrypting the cont e nt so that one of (a) m e dium information pr e stor e d on the 
portabl e m e dium and (b) rights information manag e d by an e xt e rnal licens e server is requir e d for 
d e crypting th e e ncrypted cont e nt, th e rights information including usag e rights for the cont e nt 
medium ; 

judging whether or not th e rights information managed by an external license server is 
required for decrypting the encrypted content; 

reading-the medium information-frem pre-recorded on the portable medium; 

acquiring the rights information-fre m managed by the external license serve r when it is 
judged that the information is required ; and 

a decryption step o f (a) decrypting the encrypted content using only the medium 
information an d information pre-stored in the playback terminal itself, without using the rights 
information managed by the external license server, when it is judged that the rights information 
is not required, and (b) decrypting the encrypted content using the rights information acquired 
from the external license server when it is judged that the rights information is required. 

Claim 29 (Currently Amended) The content playback method of claim-2&41, wherein 
the medium information includes a media key, and 
the decryption step includes: 

a content key obtaining sub-step of, when it is judged that the rights information is not 
required, obtaining the media key from the medium information and, using the obtained media 
key, obtaining a first content key used in decrypting of the encrypted content; and 

a content decryption sub-step of, when it is judged that the rights information is not 
required, decrypting the encrypted content using the first content key. 

Claim 30 (Previously Presented) The content playback method claim 29, wherein 

the content key obtaining sub-step includes, when it is judged that the rights information 
is required, obtaining a second content key used in decrypting of the encrypted content, using the 
rights information, and 
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the content decryption sub-step includes, when it is judged that the rights information is 
required, decrypting the encrypted content using the second content key. 

Claim 31 (Previously Presented) The content playback method of claim 30, wherein 
the rights information includes a rights key, and 

the content key obtaining sub-step includes, when it is judged that the rights information 
is required, obtaining the second content key using the rights key. 

Claim 32 (Previously Presented) The content playback method of claim 31, wherein 

the content key obtaining sub-step includes, when it is judged that the rights information 
is required, obtaining the second content key using both the rights key and the media key. 

Claim 33 (Previously Presented) The content playback method of claim 30, wherein 

the portable medium further has stored thereon key obtaining information indicating 

whether or not the rights information is required for obtaining a key used for decrypting the 

encrypted content, and 

the content playback method further comprises: 

reading the key obtaining information from the portable medium, wherein 
the judging comprises judging whether or not the rights information is required for 
decrypting the encrypted content, based on the key obtaining information. 

Claim 34 (Previously Presented) The content playback method of claim 29, wherein 

the decryption step includes, when it is judged that the rights information is necessary, 
performing decryption of the encrypted content only when the acquiring has already acquired the 
rights information and the rights information indicates that usage of the content is permitted. 

Claim 35 (Previously Presented) The content playback method of claim 29, wherein 

the playback terminal includes a holding unit operable to hold device unique information 

that is unique to the playback terminal, 

the media key is in an encrypted state, having been encrypted using the device unique 

information, and 

6 



the content key obtaining sub-step includes, when it is judged that the rights information 
is not required, obtaining the media key by decrypting the encrypted-state media key using the 
device unique information. 

Claim 36 (Previously Presented) The content playback method of claim 29, wherein 

the portable medium further has stored thereon information indicating whether or not the 

rights information is required for decrypting of the encrypted content, and the content playback 

method further comprises: 

reading the information from the portable medium, wherein 

the judging comprises judging whether or not the rights information is required for 
decrypting the encrypted content, based on the information. 

Claim 37 (Previously Presented) A portable recording medium having storing thereon 
medium information, 

encrypted content that is data generated by encrypting the content so that one of (a) the 
medium information and (b) rights information managed by an external license server is required 
for decrypting the encrypted content, and 

information indicating whether or not the rights information is required for decrypting the 
encrypted content. 

Claim 38 (New) The playback terminal of claim 19, wherein 

the information managed by the external license server is rights information including 
usage rights for the content, 

the decryption method judgment unit judges whether or not the rights information is 
required for decrypting the encrypted content, 

the communication unit acquires the rights information from the external license server 
when it is judged that the rights information is required, and 

the decryption unit (a) decrypts the encrypted content using only the medium information 
and the information pre-stored in the playback terminal itself, without using the rights 
information, when it is judged that the rights information is not required, and (b) decrypts the 
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encrypted content using the rights information when it is judged that the rights information is 
required. 

Claim 39 (New) The playback terminal of claim 20, wherein 

the rights information includes information showing permission to play back the content. 

Claim 40 (New) The playback terminal of claim 39, wherein 

the portable medium further has recorded thereon information indicating whether or not 
the rights information is necessary for decrypting the encrypted content, and 

the decryption method judgment unit judges whether or not the rights information is 
required for decrypting the encrypted content based on the information recorded on the portable 
medium. 

Claim 41 (New) The content playback method of claim 28, wherein 

the information managed by the external license server is rights information including 
usage rights for the content, 

the judging comprises judging whether or not the rights information is required, as the 
information managed by the external license server, for decrypting the encrypted content, 

the acquiring comprises acquiring the rights information from the external license server 
when it is judged that the rights information is required, and 

the decryption step comprises (a) decrypting the encrypted content using only the 
medium information and the information pre-stored in the playback terminal itself, without using 
the rights information, when it is judged that the rights information is not required, and (b) 
decrypting the encrypted content using the rights information when it is judged that the rights 
information is required. 



